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Abstract of the contribution: This paper proposes a new solution for U2N Relay building on top of Solution #3.
1
Discussion

Solution #3 in TR 23.700-03 (Architecture enhancement to support Layer-3 multi-hop UE-to-UE Relays) describes how a MANET cloud of interconnected U2U Relays can be used for ad hoc interconnection of End UEs.
The salient features of Solution #3 that are relevant for the description of the new U2N Relay solution are the following:

-
There is a MANET cloud of interconnected U2U Relays.

-
The End UE connects to the MANET cloud performing a new type of ProSe U2U Relay discovery (i.e. not based on Group Member Discovery, or U2N Relay Discovery or U2U Relay Discovery as defined in Rel-18).

-
Once the End UE connects to the MANET cloud, the End UE relies on DNS resolution to obtain the IP address of the target End UE.

-
Having obtained the IP address of the target End UE, the source End UE can start sending IP packets to the target End UE via the MANET cloud.

As illustrated in Figure 1, it is possible that one of the End UEs has a connection with the 5G network and consequently it can also serve as a U2N Relay.
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Figure 1: Architecture for Layer-3 multi-hop U2N Relay based on Solution #3
To allow the End UE on the left-hand side to obtain access to the 5G network on the right hadn side via the multi-hop MANET cloud, the following additions to Solution #3 are needed:
-
The End UE serving as U2N Relay feeds the DNS database of Solution #3 with an entry containing the IP address of this End UE on the MANET side. This IP address can be queried with an FQDN that contains the RSC of the U2N Relay service and is formatted according to 3GPP-specified rules.
-
Once the source End UE connects to the MANET cloud, the source End UE relies on DNS resolution to obtain the IP address of the End UE serving as U2N Relay by using the FQDN containing the RSC of the U2N Rely service and is formatted according to 3GPP-specified rules.

-
Having obtained the IP address of the End UE serving as U2N Relay, the source End UE establishes an IPsec tunnel with the U2N Relay using IKEv2 signalling. As part of the IPsec tunnel establishment, the U2N Relay assigns an IP address (“inner” IP address) that the source End UE needs to use as a source IP address for packets sent out to remote parties residing beyond the 5G network.
2
Proposal

It is proposed to agree the new solution for Multi-hop U2N Relay based on Solution #3 for inclusion in TR 23.700-03.

*** BEGIN CHANGES ***
6.X
Solution #X: Layer-3 multi-hop UE-to-Network Relay building on top of Solution #3
6.X.1
Description

Solution #3 in TR 23.700-03 (Architecture enhancement to support Layer-3 multi-hop UE-to-UE Relays) describes how a MANET cloud of interconnected U2U Relays can be used for ad hoc interconnection of End UEs.

The salient features of Solution #3 that are relevant for the description of the U2N Relay solution of this clause are the following:

-
There is a MANET cloud of interconnected U2U Relays.

-
The End UE connects to the MANET cloud performing a new type of ProSe U2U Relay discovery (i.e. not based on Group Member Discovery, or U2N Relay Discovery or U2U Relay Discovery as defined in Rel-18).

-
Once the End UE connects to the MANET cloud, the End UE relies on DNS resolution to obtain the IP address of the target End UE.

-
Having obtained the IP address of the target End UE, the source End UE can start sending IP packets to the target End UE via the MANET cloud.

As illustrated in Figure 6.X.1-1, it is possible that one of the End UEs has a connection with the 5G network and consequently it can also serve as a U2N Relay.
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Figure 6.X.1-1: Architecture for Layer-3 multi-hop U2N Relay building on top of Solution #3

To allow the End UE on the left-hand side (operating as Remote UE) to obtain access to the 5G network on the right-hand side via the multi-hop MANET cloud of U2U Relays, the following additions to Solution #3 are needed:

-
The End UE serving as U2N Relay feeds the DNS database of Solution #3 with an entry containing the IP address of this End UE on the MANET side. This IP address can be queried with an FQDN that contains the RSC of the U2N Relay service and is formatted according to 3GPP-specified rules.

-
Once the source End UE connects to the MANET cloud, the source End UE (operating as Remote UE) relies on DNS resolution to obtain the IP address of the End UE serving as U2N Relay by using the FQDN containing the RSC of the U2N Relay service and is formatted according to 3GPP-specified rules.

-
Having obtained the IP address of the End UE serving as U2N Relay, the source End UE (operating as Remote UE) establishes an IPsec tunnel with the U2N Relay using IKEv2 signalling. As part of the IPsec tunnel establishment, the U2N Relay assigns an IP address (“inner” IP address) that the source End UE needs to use as a source IP address for packets sent out to remote parties residing beyond the 5G network.

NOTE:
It is assumed that the security of the IPsec tunnel is based at least on a digital certificate provisioned in the End UE serving as U2N Relay (e.g. similar to the security for IPsec establishment with an ePDG). Any additional security aspects (e.g. authentication of the End UE operating as Remote UE) will be addressed by SA WG3.
Editor's Note: It is FFS whether and how QoS can be supported between the End UE operating as Remote UE and the End UE serving as U2N Relay.
6.X.2
Procedures


The only new procedure on top of those described in Solution #3 is the establishment of the IPsec tunnel.
6.X.3
Impacts on services, entities and interfaces
This clause lists the additional impacts on End UE on top of those listed in Solution #3.
5G ProSe End UE operating as Remote UE:

- Uses FQDN including the RSC of the desired U2N Relay service and formatted according to 3GPP-defined rules in order to obtain the IP address (on MANET side) of the End UE serving as U2N Relay. 
- Establishes an IPsec tunnel with the End UE serving as U2N Relay. 

5G ProSe End UE serving as U2N Relay:

-
Feed the DNS database of the MANET network with an FQDN including the RSC of the U2N Relay service and formatted according to 3GPP-defined rules.

-
Receives IKEv2 requests for IPsec tunnel establishment from source End UEs.

-
Supports the Rel-18 functionality for ProSe UE-to-Network Relay on the Uu side. 

*** END CHANGES ***
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